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FISMA 2.0: Toward lower risk, faster patching  
& higher ROI 

 

 

 

Nature of Attacks  

80% of attacks leverage known vulnerabilities and configuration 

management setting weaknesses 
 

 

Tickets 

mailto:DOSCISO@state.gov


 

Case Study: 
 Scan every 2 – 7* days  

 Find & Fix Top Issues Daily 

 Personal results graded  

 Hold managers responsible 
 

How:   1. Narrow Aim 



 

2. Bad things by Numbers



 
Cube and Divide by 100



 
3.  Calculate Grades A+ to F –



 
Results First 12 Months



 
Risk Scoring in 2nd Year 
Operation Aurora Attack



  
Efficiency is Repeatable & Sustained



 
Risk Score Monitor Enterprise 



 
1/3 of Remaining Risk Removed 



 
Year 2 PCs and Servers 



 
Benefit of Continuous Attention 



 
Lessons Learned  
• When continuous monitoring augments snapshots required by FISMA: 

– Mobilizing to lower risk is feasible & fast (11 mo) 

– Changes in 24 time zones with no direct contact 

– Cost:  15 FTE above technical management base 

• This approach leverages the wider workforce 

• Security culture gains are grounded in fairness, commitment and personal accountability for improvement 

Next Steps  
Not Just a Snapshot 



 
Continuous C&A Pilots  

a. Inventory of Authorized Assets (CAG 1/2) 

b. Configuration and Vulnerability Monitoring  

              (CAG 3/4/10/12/13) 

a. SCAP Content (automated & non-automated testing) 

b. Boundary Defense (CAG  5/14) 

c. Situational Awareness and Threat Analysis 

d. Applications (CAG 7) 

e. Access Controls (CAG 6/8/9/11) 

f. Data Loss Protection (CAG 15) 

Risk



 
Conclusions  

• Scalable to large complex public and private sector organizations 

• Higher ROI for continuous monitoring of technical controls as a substitute for paper reports 

• Summarized risk estimates could be fed to enterprise level reporting  

Continuous C&A Pilots  



A. Inventory of Authorized Assets (CAG 1-2)

 



B. Configuration/Vulnerability Management (CAG 3-4-10-12-13)

 



C. SCAP Content

 



D. Boundary Defense (CAG  5/14)

 



E. Situational Awareness and Threat Analysis

 



F. Applications (CAG 7)

 



G. Access Controls (6/8/9/11)
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